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Cryptographic signatures
Spinoza von Tschirnhaus
(pk, sk) pk ‘
o < Sign(sk, p) (1, 0)
Verify(pk, u, o) € {0,1}
Can verify the authenticity
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Cryptographic signatures

Signature syntax

Signer Verifier
(pk, sk) pk ‘
o < Sign(sk, p) (1, 0)

Verify(pk, 1, o) € {0,1}
Can verify the authenticity
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Security definition

CMA security game CMA security
A signature scheme is
Cha”enger Adversary CMA-insecure if a poly-time

(pk, sk) pk adversary wins the CMA

> game with non-negligible

‘ probability; otherwise it is

Fi CMA-secure
o; < Sign(sk, ;) o;
forges(u*, o")
. (", 07)

adversary wins if Vi: p* # u; and Verify(pk, u*,0") = 1
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Security proof

How to prove the security? By contradiction.

CMA security game
Challenger
(pk, sk) pk
i
o; < Sign(sk, ;) o;
(W, 0%)

<

Adversary

forges(u*, o")

Assume that adversary wins, i.e., Vi : u* # p;, and Verify(pk, u*,0") =1
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INTRODUCTION

Security proof

How to prove the security? By contradiction.

What can we do with

A.k.a. cryptographic
assumption

a machine?

e Feed it simulated data
e Measure its wires

e Tweak its randomness
e Rewind it

[ J

pk

i

(1", 0%)

Adversary

such that Vi : u* # p;and Verify(pk, p*,0%) = 1

we use the machine to
solve a computational
problem that is assumed
to be hard-to-solve for
poly-time algorithms.

Since the adversary is
poly-time, this is a
contradiction.
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INTRODUCTION

Probabilistic vs Quantum machines

Are they the same?

vk I
H H oK
% . |Probabilistic — %+ | Quantum
Adversary Adversary
(u*,0") B (u*,0")
such that Vi : p* # ;and Verify(pk, p*,0%) = 1 such that Vi: p* # ;and Verify(pk, p*,0%) = 1
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INTRODUCTION

Probabilistic vs Quantum machines

Are they the same?

pk pk
— — B 7
—»O-i PrObabiIiStiC 9i > Quantum ’
Adversary Adversary
(u*,0") B (u*,0")
such that Vi : p* # ;and Verify(pk, p*,0%) = 1 such that Vi: p* # ;and Verify(pk, p*,0%) = 1
DLog assumption is not broken quantum poly-time adversaries
yet by probabilistic poly-time can break DLog a_ssumptlon
adversaries (Shor’s algorithm)
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Probabilistic

vs Quantum machines

Computation path of the machine
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starts with
input & randomness

measuring the
state
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Probabilistic vs Quantum machines

Computation path of the machine

/ Quantum
/ Adversary

-

starts with superposition
input / state

e

S —

- —
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// Quantum
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INTRODUCTION

Cryptographic Impacts of Quantum Computation

Probabilistic behaviour: Quantum behaviour: &
e Single path Probabilistic e Multiple paths Quantum
e No collapse Adversary e Collapsing Adversary

Any proof that uses the probabilistic behaviour of the adversary
becomes invalid and must be revised
(in the quantum setting)
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INTRODUCTION

Our contributions

Analysis of two cryptographic tools against quantum adversaries:

e [DFPS23]: the Fiat-Shamir transform with aborts (revision of the proof)
we thoroughly analyzed its security, correctness, and runtime

o [DFS24]: an LWE knowledge assumption (breaking the assumption)

we demonstrated how to obliviously sample LWE instances
in poly-time

[DFPS23]: A detailed analysis of Fiat-Shamir with aborts, J. Devevey, P. Fallahpour, A. Passelégue, D. Stehlé, CRYPTO’23
[DFS24]: Quantum Oblivious LWE Sampling and Insecurity of Standard Model Lattice-Based SNARKSs, T. D. Alazard, P. Fallahpour, D. Stehlé, STOC'24

Pouria Fallahpour 9/43 ENS Lyon
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Fiat-Shamir in practice

One of the main paradigms to construct practical signature schemes
is the Fiat-Shamir transform

Some examples:

e Schnorr’s signature based on the DLog Problem

e Lyubashevsky’s signature based on the Short Integer Solution
(SIS) or Learning with errors (LWE) problems

e Dilithium signature is a Fiat-Shamir-based signature that won the
NIST competition for post-quantum secure signatures
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Prover 73( z,y) Verifier V(x, 2
w -
. ¢ c+C
Zor |

Post-processing to verify
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Y ;-protocol

Do you know the

Prover P(:z:,y) e Verifier V(x’ ”
| w .
/ ) ¢ c+C
transcript ||
§ Zor | i
Post-processing to verify
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Y ;-protocol

| >_=protocol !

Prover 'P( z,y) Verifier V(:c, )

w

c<+C

Zor L

Post-processing to verify

Soundness: V is not convinced when P does not
know y

Zero-knowledge: V learns nothing beyond the
fact that P knows y
JPPTSim : Sim (z,¢)

~ stat (w7 c, Z)
conditioned on z #
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Fiat-Shamir transform with aborts (FSwA)

| Y. =protocol ! | Signature scheme !
/DkoVer ,P(I, y) Ve"lﬂer V(I, ?) Slgner Veriﬁer
w (pk, sk) Pk
P ¢ c+C
Zor L o < Sign(sk, p) (n, ) -
Verify(pk, p, o) € {0,1}
Post-processing to verify Can verify the authenticity

Soundness: V is not convinced when P does not
know y

Zero-knowledge: V learns nothing beyond the

fact that P knows y
APPT Sim : Sim (z,¢) ~
conditioned on z #
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Fiat-Shamir transform with aborts (FSwA)

| Y. =protocol ! | Signature scheme !

Prover 'P( ,y) Verifier V

(SC, ?) Signer Verifier
w (pk, sk) = (z,1) pk

< cC repeat B3 times

Zor | we P
c:=H(w, p)
Post-processing to verify 2+ P(w,c)

break when z # |

Soundness: V is not convinced when P does not If all aborted (1, o)
know y o= (L1,1) >

. else Post-processing to verify the
Zero-knowledge: V learns nothing beyond the o:=(w,z2) signature ? Y

fact that P knows y

APPT Sim : Sim (z,¢) ~
conditioned on z #

H :is a hash function, e.g., SHA-3
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Fiat-Shamir transform with aborts (FSwA)

| Y. =protocol ! | Signature scheme !

Prover 'P( z,y) Verifier V

(SC, ?) Signer Verifier
w (pk, sk) = (z,1) pk

< cC repeat B3 times

Zor | we P
c:=H(w, p)
Post-processing to verify 2+ P(w,c)

break when z # |

Soundness: V is not convinced when P does not If all aborted (1, o)
know y o= (L1,1) >

. else Post-processing to verify the
Zero-knowledge: V learns nothing beyond the o= (w,2) signature

fact that P knows y

APPT Sim : Sim (z,¢) ~
conditioned on z #

in the security proof we assume that His
a random function/oracle to which both
parties have oracle access
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FSwA

Fiat-Shamir transform with aborts (FSwA)

| Y. =protocol ! | Signature scheme !

Prover P, ) Verifier V, o) Signer ) Verifier
w (pkv Sk) = (Iv y) p

repeat B times
Zor | we P
c:=H(w, p)
Post-processing to verify 2+ P(w,c)

break when z # |

We expect that If all aborted (1, )
Soundness ——> NMA security — | o=d)

else Post-processing to verify the
Zero-knowledge ——> CMA < NMA o= (w,z) signature

Similar to CMA, except that the adversary
is not allowed to ask for any signatures

Pouria Fallahpour




FSwA

Fiat-Shamir transform with aborts (FSwA)

| Y. =protocol ! | Signature scheme !
Prover P(a:,y) Verifier V(:c, ) Signer
w (pk, sk) := (z,y)
c
< cC repeat B3 times
Zor | we P
¢ = H(w, p)
Post-processing to verify 2+ P(w,c)
break when z # |
We expect that If all aborted
_—SQHHdHeSSE—N-MA—SeGH-FH-y—\ o= (L,1)
else
Zero-knowledge ——> CMA < NMA o= (w,2)

Pouria Fallahpour

Verifier
pk

(1, 0)

>

Post-processing to verify the
signature

Similar to CMA, except that the adversary
is not allowed to ask for any signatures




Our contribution: a detailed and correct proof of

Zero-knowledge ——> CMA < NMA

In the process we also analyze the runtime and correctness.

All previous proofs are flawed
(even in the classical setting)

Pouria Fallahpour



FSwA

Roadmap for the CMA-to-NMA reduction

Explain the proof Point out the Explain how to fix
of [KLS18] flaws the flaws

They claim post-quantum
security

[KLS18]: E. Kiltz, V. Lyubashevsky, C. Schaffner, Eurocrypt'18

Pouria Fallahpour 14/43 ENS Lyon




FSwA

Roadmap for the CMA-to-NMA reduction

Explain the proof Point out the Explain how to fix
of [KLS18] flaws the flaws

[KLS18]: E. Kiltz, V. Lyubashevsky, C. Schaffner, Eurocrypt'18

Pouria Fallahpour 14/43 ENS Lyon




FSwA

How to reduce CMA to NMA?

Pouria Fallahpour

CMA game !

asks H
queries

15/43

Challenger
(pkv Sk) = (Iv y)

repeat B times

w < P
c:= H(w, ;)

z2 4+ P(w,c)
break when z # |

If all aborted

;= (J_, J_)

else
o = (w, 2)

pk

Hi

g;

(", 0%)

Quantum
Adversary

forges (u*,0")

ENS Lyon




FSwA

How to reduce CMA to NMA?

Pouria Fallahpour

asks H
queries
| CMA game !
Challenger Quantum
(pk, sk) = (z,) Pk Adversary
repeat B times Hi
w < P
c:= H(w, ;)
z2 4+ P(w,c)
break when z # |
If all aborted
;= (J_, J_)
else
o; = (w, 2) o
. % forges (1", o™
(n*,0%) ges (1", 0")

15/43

ENS Lyon




FSwA

How to reduce CMA to NMA?

asks H
queries
Goal: How to fake the signatures without | NMA game !
having sk := y, consistently with 7 ?
Challenger Quantum
(pk, sk) = (z,) pk Adversary
repeat B times B Hi
w < P
c:= H(w, ;)
z2 4+ P(w,c)

break when z # |

If all aborted
g;: = (J_, J_)
else
o; = (w, 2)

g;

. % forges (1", o™
(1", 0%) ges (1".")

Pouria Fallahpour




[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0

repeat B times

w < P
= H(w,p)

z2 4+ P(w,c)
break when z # |

If all aborted

o:=(L,1)
else
o= (w,z)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0 Game 0
repeat B times wy < P
w e P c1 = H (wy, p)
c:= H(w, ) 21 <_'P(’wl,cl)
2+ P(w,c) - we +— P

break when z =% | ca := H (w2, p)
Z9 < P (’w2, CQ)

If all aborted
o:=(L,1) :
else
o= (w,z) wp < P
cp:=H (wB s /J')

zp < P(wp, cB)

If all aborted
o:=(L,1)
else
o= (w,z)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0 Game 0
repeat B times wy < P
w e P c1 = H (w1, p)
c:= H(w, ) z1=1
2+ P(w,c) = wy < P

¢y := H (wa, p)

break when z % |
7é /22 <—P(w2,c2)

If all aborted
o:=(L,1) :
else P
o= (w,z) WpB

CB = H(wB7/J')

) zp < P (ws, cB)

First non-aborting

round, e.g., for If all aborted
R = 2 g = (J—v J—)
else
o:=(w,2)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0 Game 0 Game 1
repeat 3 times wy < P
w4+ P glz_zf(wl’ﬂ) if x<B
c:= H(w, ) . 1= simulate &
2+ P(w,c) T wy < P reprogram ey <= C
= wy, 2,) < Sim (pk, c
break when z # | ¢y := H (wa, p) (I{l“ ) — (pF; c)
] 29 < P(w2, CQ) (wlmlu) =Cy
If all aborted
o:=(L,1) :
else P
o= (w,z) Wp
cp:=H (wg, )
) zp < P(wp, cB)
First non-aborting
round, e.g., for If all aborted
K=2 o:=(L,1)
else
o= (w,z)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
Game 0 Game 0 p A N

repeat B times wy < P H(w’ ,U) .

w <+ P C11_:fI(’w1,,U) f r<B it w=w,

c:=H(w,p) o Z1 = simulate & return ¢,

z < P(w,c) o wy < P feprogram _ Cpy C else use the

= wy, 2,) < Sim (pk, c i
break when z # | C2 H (w2a #) (H;u u) > (P ’ u) random function
| 29 < P (ws,ca) (wp, p) := ¢y honestly

If all aborted

o:=(L,1) :
else P

o= (w,z) WpB

cp:=H (wB7/J')

) zp < P (ws, cB)

First non-aborting

round, e.g., for If all aborted
R = 2 g = (J—v J—)
else
o:=(w,2)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
Game 0 Game 0 p A N
repeat 53 times wi < P H(w, p) :
Y

w P c1 = H (w1, p) if w=w,

c:= H(w, ) . z1=1 simuate & | if k< B return ¢,

z < P(w,c) o wy < P feprogram _ Cpy C else use the

= wy, 2,) < Sim (pk, c i
break when = % | co := H (we, 1) (I{;z, ) Vo (pk, c,) ;andogl function
29 ’P(w2,02) Wy, 1) = ¢y onestly

If all abor;ejii 0 e

o= (L, : __
else P (wy, 2) == (L,1)

o= (w,z) WpB

cp:=H (wB7/J')

) zp < P (ws, cB)

First non-aborting

round, e.g., for If all aborted
R = 2 g = (J—v J—)
else
o:=(w,2)
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[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
Game 0 Game 0 P A N
repeat 53 times wi < P H(w, p) :
w<—7) C]. ::H(w17/‘l‘) if w:’u]#
c:= H(w, ) z1=1 simuate & | if k< B return ¢,
z < P(w,c) o wy < P feprogram _ (C/L — C) _ ( ) else use the
cy 1= H(w2 ’u,) Wy, Zy) < Sim (pk, Cu random function
break when z # L ’
7 | 22 < P (wy, c2) H (wp, p) = cp honestly
If all aborted else
o:=(Ll,L1 :
etse © = ) (Wi 2) = (L, 1) %
o wpg +— P V4
o= (w,z) $
cp:=H(wp, ) %
) zp < P (ws, cB) @@
First non-aborting 074
round, e.g., for If all aborted ’
k=2 o:=(L,1)
else
o= (w,z)

Pouria Fallahpour



[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
Game 0 p A N
- wy <P H(w, p) :

Flaw A c1 = H (w1, p) it w— w,

If z is det. with respect i simuate & | 1 7 = B return ¢y,

to w and .c and if w [Tfwe <P U 7 _ else use the

leads to 2z ’: 1. then w ¢y := H (w2, p) (wy, 2) = Sim (pk, c,,) random function

will never be pa,rt of a z3 + P (w2, c2) H (wy, p) := cp honestly

signature. : else

It is different in Game 1. wp P (W, 24) = (L, 1)

cp:=H (wB ’ /J')

zp < P(wp, cB)

If all aborted
o:=(L,1)
else
o= (w,z)

Pouria Fallahpour 17/43 ENS Lyon




[KLS18] analysis of FSwWA

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
Game 0 p A N
- wy <P H(w, p) :
Flaw A c1 = H (w1, p) if w=w,
If z is det. with respect || — simulate & | if K < B return c,,
tow and ¢, and if w w2 P fopgEm e = C _ else use the
leads to z = L, then w c2 := H (w3, p) (;{”u’ Zy) <_.E'm (pk,cu) random function
will never be part of a 22 ¢ P(ws, c2) (W, 1) 1= €5 honestly
signature. : else Flaw B
It is different in Game 1. wp — P (wy, z4) = (L, 1) an estimation of &
cp = H(wp,p) is required, i.e, a
zp < P (ws, cB) correctness and
runtime analysis
If all aborted
o:=(L,1)
else
o:=(w,z)

Pouria Fallahpour 17/43 ENS Lyon




[KLS18] analysis of FSWA [Flawc |

adversary’s quantum

_ _ access to transcripts

Goal: How to fake the signatures without is neglected
(XY

having sk := y, consistently with 7 ?

Game 1
Game 0 p A N
wy P H(w, p) :
Flaw A c1 = H (w1, p) if w=w,
If z is det. with respect || — simulate & | if K < B return c,,
tow and ¢, and if w w2 < P fopgEm e = C _ else use the
leads to z = |, then w ¢y := H (w2, p) (IQ{U#’ Zy) <_.E'm (pk,cu) random function
will never be part of a 22 ¢ P(ws, c2) (W, 1) 1= €5 honestly
signature. : else Flaw B
It is different in Game 1. wp P (W, 24) = (L, 1) an estimation of &
cp = H(wp,p) is required, i.e, a
zp < P (ws, cB) correctness and
runtime analysis
If all aborted
o:=(L,1)
else
o:=(w,z)

Pouria Fallahpour 17/43 ENS Lyon




FSwA

Roadmap for the CMA-to-NMA reduction

Explain the proof Point out the Explain how to fix
of [KLS18] flaws the flaws

[KLS18]: E. Kiltz, V. Lyubashevsky, C. Schaffner, Eurocrypt'18
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Our fix - a middle game

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Pouria Fallahpour

Game 0 Game 0.5
W1 < P W1 < P
c1:= H (wy, p) c1:= H (wy,p)
zZ1 = 1 zZ1 = 1
wa < P handling wa < P
co = H (wa, p) collisions co = H (wa, p)
z29 <—P(w2,c2) 29 <—P(w2,c2)

wWpR < P
CB = H(wB7/J')
zp < P(wp, cB)

If all aborted
o:=(L,1)
else
o= (w,z)

wWpR < P
CB = H(wB7/J')
zp < P (wp,cn)

if w; = w; abort

If all abort

o:= (L, I)
else

o= (w,z)

ENS Lyon



Our fix - a middle game

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0 Game 0.5
W1 < P W1 < P
c1:= H (wy, p) c1:= H (wy,p)
zZ1 = 1 zZ1 = 1
wy < P handling wy < P
¢y = H (w2, p) collisions co = H (wa, p)
z29 <—P(w2,c2) 29 <—P(w2,c2)
wp < P wp < P
cp:=H(wp, ) cg:=1 FlawA
zp < P(wp, cB) zp 1 EEEEIMED
if w; = w; abort
If all aborted If all abort .
o:=(L,1) o=( Plwi=w]< B*.27!
else else
o= (w,z) o= (w,z)

Pouria Fallahpour 19/43 ENS Lyon




Our fix - a stronger simulator

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0 Game 0.5 Game 1
w; — P wy < P Cu,1<_c
c1 = H (w1, p) ¢y = H (w1, p) (Wp,1, 21) <= Sim (pk, c,.1)
Z]_ = J_ Z]. - J— H(wual) = C)U'71
wy <~ P handling wy <~ P simulate & reprogram Cpu2 C
co = H (’wg, ,u,) collisions co:=H (w2’ :u’) all transcripts even (wu,27 2#72) < Sim (pk, cll,2)
z9 <— P (w2, 62) z9 <— P (w2, 02) the aborting ones H (w%z) = Cp2
wB<—73 wB<—73 Cu,B<_C
cg:=H(wp,p) cg:=1 FlawA (wu,B, 2u,B) < Sim (pk, ¢, B)
25— P (wB, CB) 25 ] resolved H (wM’B) '=C,.B

if w; = w; abort

If all aborted If all abort 2 a—a—1 If all aborted

7= (L,1) gi=( PBlwi=w]<B"-27¢ 7= (L,1)
else else else

o= (w,z) o= (w,z) o= (w,z)

Pouria Fallahpour



Our fix - a stronger simulator

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

simulate & reprogram

Game 1
e A N
Cul < C . H("UJ, /.L) :
(wl‘717 zﬂal) — Slm (pk’ c/-‘ﬂl) if w= w,u,j
H(wp1) = cpua return ¢,

all transcripts even
the aborting ones

P[’lUZ = U}j] S 32 . 2—a—1

Game 0 Game 0.5
W1 < P W1 < P
c1:= H (wy, p) c1:= H (wy,p)
zZ1 = 1 zZ1 = 1
wy <~ P handling wy <~ P
¢y = H (w2, p) collisions co = H (wa, p)
z29 <—P(w2,c2) 29 <—P(w2,c2)
wp < P wp < P
cp:=H(wp, ) cg:=1 FlawA
zp < P(wp, cB) zp 1 EEEEIMED
if w; = w; abort
If all aborted If all abort
o:=(L,1) o=
else else
o= (w,z) o= (w,z)

Cpu2 < C

(wp2, 2u,2) < Sim (pk, c,.2)

H (wyp2) = cup

CuB < C

(wu,B, 2u,B) < Sim (pk, ¢, B)

H (wy,B) := cuB

If all aborted
o:=(L,1)
else
o= (w,z)

else use the
random function
honestly

Pouria Fallahpour



Our fix - a stronger simulator

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 0

wy < P
c1:= H (wy, p)
leJ_

Wo < P
¢y := H (wa, 1)
29 P(w2,c2)

wWpR < P
cp:=H (wg, )
zp < P(wp, cB)

If all aborted
o:=(L,1)
else
o= (w,z)

handling
collisions

Game 0.5

wy < P
c1:= H (wy,p)
leJ_

Wo < P
co := H (we, 1)
29 P(w2,c2)

wB<—7>

Flaw A
resolved

CB:ZJ

zZp < |/

Flaw B

resolved

By simulating all
transcripts, there

We provide such a
stronger simulator

simulate & reprogram

all transcripts even
the aborting ones

If all abort

else

if w; = w; abort
P[’U}Z = U)j] S 32 . 2—a—1

. for Lyubashevsky
is no need to 32 -protocol
approximate K P
Game 1
e A )
Cpl ¢ ] H(w7 :u) .
(wl‘717 zﬂal) <~ Slm (pk’ c/-"71) if w = w,u,j

H(wy1) = cp1

Cpu2 < C

(wp2, 2u,2) < Sim (pk, c,.2)
H (wy) = cup

CuB < C

(wu,B, 2u,B) < Sim (pk, ¢, B)
H (wy,B) := cuB

If all aborted
o:=(L,1)
else
o= (w,z)

return ¢ 11,
7

else use the
random function
honestly

Pouria Fallahpour



Our fix - flaw C

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
A
Game 0.5 f A
wy P cu1 —C _ H(w, p) :
c1 = H (wy, p) (W1, Zu,1) < Sim (pk, cp1) if w=w,;
Zl =S J_ H(wual) = C)U'71 return CIJ/]
wy < P simulate & reprogram Cpu2 < C else use the
co:=H (w2’ :u‘) all transcripts even (’U)'u,z, Zlh?) < Sim (pk, C'u,2) random function
z9 « P (w2, c2) the aborting ones H (w%z) = Cu2 honestly
It suffices that: :
wpg <~ P cup < C
> w . REAL> cp = H (wp, p) (Wu,B, 24,8) < Sim (pk, ¢,.,5)
- 2k zp < P (wp, cB) H (wup) :=cup
Rtr
Z Ve Wy If all aborted If all aborted
Ck 0 o:=(L,1 o:=(L,1
k 2k ’ SIM> else ( ) else ( )
o= (w,z) o= (w,z)

Pouria Fallahpour 20/43 ENS Lyon




[Zha12]: M. Zhandry, FOCS’12
Our fix - flaw C

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
A
Game 0.5 r N
[Zha12]: wy < P cuy C _ H(w, p) :
c1 = H (wy, p) (W1, Zu,1) < Sim (pk, cp1) if w=w,;
f=stat g = |f) = |9) ittt H (w,1) i= e return ¢, ;
wy < P simulate & reprogram Cpu2 < C else use the
¢y := H (w2, p) all transcripts even (Wp,2, 22) < Sim (pk, cp2) random function
ﬂ z9 « P (w2, c2) the aborting ones H (w%z) = Cu2 honestly
It suffices that: .
wp «— P cup < C
Y o REAL> cp = H(wp, ) (B, 2,3) = Sim (Pk, . 5)
- Wl ze - zp < P (wg, cB) H (Wip) = cup
Nir
Z Ve Wy If all aborted If all aborted
Ck . o:= (1,1 o:=(Ll,L1
k s : SIM> else ( ) else { )
o= (w,z) o= (w,z)

Pouria Fallahpour 20/43 ENS Lyon




[Zha12]: M. Zhandry, FOCS’12
Our fix - flaw C

Goal: How to fake the signatures without
having sk := y, consistently with 7 ?

Game 1
A
Game 0.5 f A
[Zha12]: wy < P cuy C _ H(w, p) :
c1 := H (wy, p) (W1, 2p,1) < Sim (pk,cp1) it w = w,,
f=sa g = |f) =t |9) z1=1 H (wp,1) := ¢y return ¢, ;
Wy < P simulate & reprogram Cu,2 «—C else use the
ET— cy:=H (w2’ :u‘) all transcripts even (’U)'u,z, Zlh?) < Sim (pk, C'u,2) random function
resolved ﬂ z3 < P (w2, ¢2) the aborting ones H (wy2) = cup honestly
It suffices that: :
wp < P CuB < C
3 We REAL> cp:=H(wp,p) (B, 24,8) < Sim (pk, ¢,,B)
a Yk P 25 — P (ws, cg) H(w,p):=cuB
Rtr
Z Ve Wy If all aborted If all aborted
Ck . o:= (1,1 o:=(Ll,L1
k 2k ’ SIM> else ( ) else ( )
o= (w,z) o= (w,z)

Pouria Fallahpour 20/43 ENS Lyon




Table of results

Adaptive reprogramming

Analysis of CMA < NMA Fixed proof of [KLS18] (extension of [GHHM21])
Reduction loss 272BQsQy + 5%2B1/2Q?I’{/2 2‘0‘/2BQSQ%2 + . BQsg
Runtime BQsQpu Q@ log(BQs)

Qs : number of sign queries

Q i : number of hash queries

€. + zero-knowledge simulator error

« : min-entropy of commitments

B : upper bound for the number of trials in signing algorithm

[KLS18]: E. Kiltz, V. Lyubashevsky, C. Schaffner, Eurocrypt'18
[GHHM21]: A. B. Grilo, K. Hévelmanns, A. Hilsing, C. Majenz, Asiacrypt'21
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LWE instance

An LWE instance:
egiven AcZ]™"
S : secret

e sample (S, e) = U(ZZ) X X? e : noise

e return As + e mod ¢

XZL: m-dimensional discrete Gaussian
with standard deviation o > 0

Pouria Fallahpour 22/43 ENS Lyon




LWE instance

always tuned to be
An LWE instance: injective

e given A cZ"
n m S : secret
e sample (S, e) = U(Zq) X Xo e : noise

e return  As -+ emodgq

XZL: m-dimensional discrete Gaussian
with standard deviation o > 0

Pouria Fallahpour 22/43 ENS Lyon




LWE instance

always tuned to be
An LWE instance: injective

LWE problem: given A and
As + e mod g, find the secret o given A €Z"
s : secret
e sample (S, e) = U(ZZ) X X? e : noise
LWE assumption: when A is
sampled uniformly, it is hard to e return  As -+ emodgq
find the secret

XZL: m-dimensional discrete Gaussian
with standard deviation o > 0

Pouria Fallahpour 22/43 ENS Lyon




LWE sampler

An LWE instance sampler:
e given A €Z"
e sample (s,e) ~U(Zy) x x'

e return As + e mod ¢

XZL: m-dimensional discrete Gaussian
with standard deviation o > 0

Pouria Fallahpour 23/43 ENS Lyon




LWE sampler

e Can we sample an LWE instance The naive sampler:

without knowing its secret?
e given A €Z"

We call such a sampler oblivious n m
P e sample (s,e) ~U(Zy) x x;

e return  As -+ emodgq

XZL: m-dimensional discrete Gaussian
with standard deviation o > 0

Pouria Fallahpour 24/43 ENS Lyon




LWE sampler

e Can we sample an LWE instance A candidate:
without knowing its secret?
e sample b ~U(Z]")

We call such a sampler oblivious
e return b

It is far from the correct distribution

Pouria Fallahpour



LWE sampler

e Can we sample an LWE instance The superposition sampler:
without knowing its secret?

SN Vxz(e)lAs +e)

We call such a sampler oblivious s€Zy €y

It is not known how to
build this state

Pouria Fallahpour



LWE sampler

e Can we sample an LWE instance

without knowing its secret?
Another candidate?

We call such a sampler oblivious We are not aware of any!

LWE Knowledge Assumption: there is no poly-time oblivious sampler for LWE

Used to analyze the security of several
SNARK protocols [GMNO18, NYI+ 20,
ISW21, SSEK22, CKKK23, GNSV23]

Pouria Fallahpour 24/43 ENS Lyon




Oblivious LWE Sampler

Our contribution: a quantum polynomial-time oblivious LWE sampler

Invalidates the security analyses of the mentioned SNARKSs in
the context of quantum adversaries

Pouria Fallahpour 25/43 ENS Lyon




L WE state

We use the framework of the superposition sampler

The superposition sampler:

>N VxE(e)|As +e)

SGZ{; eGZT{

m -dimensional discrete Gaussian with standard deviation o

0&:

Pouria Fallahpour 26/43 ENS Lyon




FSwA

Roadmap to LWE state

using the
using LWE oracle technique of our sampler
[CLZ22]

A toy example The constraints on the
parameters cannot be
satisfied

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 27/43 ENS Lyon




FSwA

Roadmap to LWE state

using the
using LWE oracle technique of Our sampler
[CLZ22]

A toy example The constraints on the
parameters cannot be
satisfied

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 27/43 ENS Lyon




LWE state with LWE oracle [Regev 05, SSTX 09]

D_e > Vxi(ele)

SEZZ} eEZ{In

[Regev05]: O. Regev, STOC'05
[SSTX]: D. Stehlé, R. Steinfeld, K. Tanaka, K. Xagawa, Asiacrypt’ 09

Pouria Fallahpour 28/43 ENS Lyon




LWE state with LWE oracle [Regev 05, SSTX 09]

D_e > Vxi(ele)

SEZZ} eEZ{In
d sy @ Y xr(e)|As+e)
sGZZ} eGZE”

[Regev05]: O. Regev, STOC'05
[SSTX]: D. Stehlé, R. Steinfeld, K. Tanaka, K. Xagawa, Asiacrypt’ 09

Pouria Fallahpour 28/43 ENS Lyon




Oblivious LWE Sampler

LWE state with LWE oracle [Regev 05, SSTX 09]

D_e > Vxi(ele)

sEZ{; eEZ{In
d sy @ Y xr(e)|As+e)
sGZg eEZ;’L

Using an LWE solver

D |s—solve(A, As+e)) @ > /x7(e)|As + e)

SGZZ‘ eEZg”

D_10)® D Vxi(e)As +e)

SEZZIL eEZZ"

[Regev05]: O. Regev, STOC'05
[SSTX]: D. Stehlé, R. Steinfeld, K. Tanaka, K. Xagawa, Asiacrypt’ 09

Pouria Fallahpour 28/43 ENS Lyon




Oblivious LWE Sampler

LWE state with LWE oracle [Regev 05, SSTX 09]

D_e > Vxi(ele)

sEZZ} eEZ{In
d sy @ Y xr(e)|As+e)
sGZZ} eGZZ’L

Using an LWE solver

D |s—solve(A, As+e)) @ > /x7(e)|As + e)

SGZQ eEZ?

D_10)® D Vxi(e)As +e)

SGZQ eEZ?

we do not know how to do it

[Regev05]: O. Regev, STOC'05 in poly-time
[SSTX]: D. Stehlé, R. Steinfeld, K. Tanaka, K. Xagawa, Asiacrypt’ 09

Pouria Fallahpour 28/43 ENS Lyon




FSwA

Roadmap to LWE state

using LWE oracle

A toy example

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22

Pouria Fallahpour

using the
technique of
[CLZ22]

The constraints on the
parameters cannot be
satisfied

29/43

Our sampler

ENS Lyon




LWE state with [CLZ22]

- T
Let A be a single row a Notation
S sy @Y Vs(elle) 5) 0 D VXa(e)li +e)
SELY e€Zq e€Zq

“superposition of Gaussian
distribution centered

—— D 98 Vi ()laTs+e) around j”

SEZy e€lyq

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 30/43 ENS Lyon




LWE state with [CLZ22]

- T
Let A be a single row a Notation
S sy @Y Vs(elle) 5) 0 D VXa(e)li +e)
SELY e€Zq e€Zq

“superposition of Gaussian
distribution centered

—— D 98 Vi ()laTs+e) around j”

SEZy e€lyq

X Z |S> ® |¢aTs>

SEZy

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 30/43 ENS Lyon




LWE state with [CLZ22]

Let A has arbitrarily many rows Notation
S eX Vigiele ) o 3 vxale)lii+e)
SELY e€Ly’ e€Zq
“superposition of Gaussian
distribution centered
SELY eczm

X Z |S> ® W)afs> Q- ‘wa%s>

SEZQ

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 30/43 ENS Lyon




LWE state with [CLZ22]

Let A has arbitrarily many rows Notation
S eX Vigiele ) o 3 vxale)lii+e)
SELY e€Ly’ e€Zq
“superposition of Gaussian
distribution centered
SELY eczm

X Z |S> & W)afs> Q- ‘wa%s>
SEZLy N ~ J

Extract s from these

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 30/43 ENS Lyon




Oblivious LWE Sampler

LWE state with [CLZ22]

L h itraril
et A has arbitrarily many rows Notation

Y @Y. Vaztele) ) o< Y VXa(e)lj +e)

SELY e€Ly’ e€Zq

“superposition of Gaussian

distribution centered
D e ) Vxr(e)|Aste) :

around 7”
sy eczm

X Z |S> & W)afs> Q- ‘wa%s>
SEZLy N ~ J

Extract s from these

- Z |O> X |war{s> Q- & |wa%s> X Z Z \/@(G”AS + e>

SEZLy SELy e€Ly’
[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22

Pouria Fallahpour 30/43 ENS Lyon




Oblivious LWE Sampler

LWE state with [CLZ22]

Let A has arbitrarily many rows

Y sy @) Vxr(ele)

SGZZL eEZ;"

- Z s) ® Z VX7 (e)|As + e)

SEL ecZy

X Z |S> & Wjafs> Q- ‘wa%s>
SEZLy N ~ %

Extract s from these

- Z |O> ® |war{s> Q- ® |wa%s>

SEZLy
[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22

Pouria Fallahpour

Notation
1) o< > V/Xale)lj +e)
e€lyq

Our observation

This is an instance of
unambiguous State
discrimination

x Y. ) xZ(e)|As+e)

SEZZ’ eGZZ”

30/43

ENS Lyon




Oblivious LWE Sampler

Unambiguous state discrimination

|th1), [tha), -+ [thg) € CT |1hy) = Z fe)lj+e f:Z,— R isknown

e€”Zq

Challenger Distinguisher
|1;)

N not allowed to make mistakes
jE {1727 7Q7J-}
| represents “don’t know”

Distinguisher wins if it finds

Pouria Fallahpour 31/43 ENS Lyon




CLZ distinguisher

V1), [Wha), -+, b)) € C1 ;) = Z fe)lj+e f:Z,— R isknown

e€”Zq
Challenger Distinguisher
|1;) )
N not allowed to make mistakes
j€{1727"'7Q7J-}
« | represents “don’t know”
[CLZ22] distinguisher:
. . g : oLz TN
Distinguisher wins if it finds oLt — mym 1F(y)?/q

Pouria Fallahpour 32/43 ENS Lyon




Extraction with CLZ distinguisher

D 18) @ [Yare) ® [hags) © - ® [ar_ ) © [Yazs)

sEZy j j j j ) distinguisher J

dist. dist. dist. dist.

Apply Gaussian Elimination

|

S
Pouria Fallahpour 33/43 ENS Lyon




Extraction with CLZ distinguisher

D 18) @ hare) ® [azs) @ -+ @ [thar ) @ [thar ) = |
sEZy j j j j i) — distinguisher | 7
. . Requirement
1L a,s a. S 1
m 2 1/ Danee
~ nq2 . 67702
Apply Gaussian Elimination

|

S
Pouria Fallahpour 33/43 ENS Lyon




Summary of CLZ

Distinguisher [CLZ22]
Success probability pgﬂ% m1n|f( )| /q
« | Requirement for GE’ m 2 ng? - o7
X aY)
nE
= 38
= | Circuit size not specified

1: Gaussian Elimination

Pouria Fallahpour 34/43 ENS Lyon




Summary of CLZ

Distinguisher [CLZ22]
Success probability pgﬁf m1n|f( )| /q
Requirement for GE’ m > nq2 . oo

when

f o VXe

naive implementation:

Circuit size
poly(m, q)

1: Gaussian Elimination

Pouria Fallahpour 34/43 ENS Lyon




Oblivious LWE Sampler

How to improve it?

Distinguisher [CLZ22] [CB98]
Success probability Pauce = min | (y)*/q Plsce = ¢ min | f(y)[*
Requirement for GE m 2 nq2 . 6702 m 2 n- 67”72

when

f o VXe

Naive implementation:

not specified
poly(m, q) P

Circuit size

[CB98]: A. Chefles, S. M. Barnett, Phys. Lett. A, 1998
Pouria Fallahpour 34/43 ENS Lyon




Oblivious LWE Sampler

How to improve it?

when

f o VXe

Distinguisher [CLZ22]

Success probability pgﬁf n’111f1|f( )| /q

2 o2

Requirement for GE m Z ng* - e

Naive implementation:

Circuit size
poly(m, q)

[CB98]: A. Chefles, S. M. Barnett, Phys. Lett. A, 1998

Pouria Fallahpour 34/43

[CB98]

Piee =4 HngIf(y)l2

2
mzn.ewa

our implementation:
poly(m, log(q))

ENS Lyon




Oblivious LWE Sampler

Barrier

We can build the LWE state when m > 1, . ¢™". For typical
choices of o, we need exponentially-large m/!

Pouria Fallahpour 35/43 ENS Lyon




FSwA

Roadmap to LWE state

using the
using LWE oracle technique of Our sampler
[CLZ22]

A toy example The constraints on the
parameters cannot be
satisfied

[CLZ22]: Y. Chen, Q. Liu, M. Zhandry, Eurocrypt'22
Pouria Fallahpour 36/43 ENS Lyon




Oblivious LWE Sampler

A new strategy

The superposition sampler:

>N VxE(e)|As +e)

SGZ{; eGZT{

m -dimensional discrete Gaussian with standard deviation o

0&:

Pouria Fallahpour



A new strategy : LWE state with phase

The superposition sampler with phase:

S S O /xT(e) As + ¢

SGZQ eGZ{]n {

m -dimensional discrete Gaussian with standard deviation o

0&:

The phase does not have any effects
on the distribution of the outcome

Pouria Fallahpour



Oblivious LWE Sampler

Do phases help the distinguisher?

Assume that ¢ = 2

[¥1) = al0) + B[1)

_ |2) = B|0) +all)
a,f € R\ {0}

Pouria Fallahpour 38/43 ENS Lyon




Oblivious LWE Sampler

Do phases help the distinguisher?

Assume that ¢ = 2

[01) = al0) +iB]1)

1) = a[0) + B]1) o
<¢1W2> =0

Perfectly distinguishable

_ |th2) = Bl0) + 1) [ ) = iBl0) + af1)

a, B € R\ {0}

Pouria Fallahpour 38/43 ENS Lyon




A new strategy : LWE state with sign

Observation: Our quantum LWE sampler:
sign exponentially

improves the lower bound

{+1 e €0, Z Z sign(e )|A5+ e)

2 SEZy e€Ly
~1 ec(~4,0) {

m -dimensional discrete Gaussian with standard deviation o

0&:

sign(e) :=

Pouria Fallahpour 39/43 ENS Lyon




LWE state with sign

L T
et A have arbitrarily many rows Notation
Z |s) ® Z sign(e)/x7(e)le) Wy X Z sign(e)/xo(€)]j + €)
SELY ey e€Zq

“superposition of signed

Gaussian distribution
— Z ) @ Z sign(e )|AS +e) centered around 7"
SEZ” eEZm

X Z |S> ® |7Zafs> Q- |Ja%s>

SGZQ
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LWE state with sign

Let A have arbitrarily many rows

Notation
Z |s) ® Z sign(e)/x7(e)le) Wy X Z sign(e)/xo(€)]j + €)
sEZ” eeZm e€lyq

“superposition of signed

Gaussian distribution
— Z ) @ Z sign(e ( )|As + e) centered around 7"
SEZ” eEZm

X Z | ® |¢a s " ® |1Z;a%s>

SEZy J
Y

Extract s from these
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LWE state with sign

Let A have arbitrarily many rows

Notation
Z |s) ® Z sign(e)/x7(e)le) Wy X Z sign(e)/xo(€)]j + €)
SELD eczy e€Zq
“superposition of signed
Gaussian distribution
— Z ) @ Z sign(e ( )|As + e) centered around j”
SELy ecZy

X Z | ® |¢a s " ® |1Z;a%s>

SGZ" J
Y
Extract s from these
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Oblivious LWE Sampler

LWE state with sign

Let A have arbitrarily many rows

Notation

S sy ® Y sign(e)y/xz(e)le) 1) o< > sign(e) /X (e)]j + €)

sEZ” ecZy e€lyq

How does it work?
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Oblivious LWE Sampler

Table of results

Distinguisher [CLZ22] [CB98]
Success probability Poner = min F)/a Ponee =4 - min f ()
« | Requirement for GE m 2 nq2 . m 2 n- e’
=
< ¥
o . naive implementation: our implementation:
Circuit size
poly(m, q) poly(m,log(q))
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Oblivious LWE Sampler

Table of results

Requirement:
f(z) = f(=z mod q)

Distinguisher [CLZ22] [CB98] with signs
Success probability Paace =min[fW)I*/a | pde =g min| f(y)[* Pae = 1F(O)P
« | Requirement for GE m 2 nq2 : 67“72 m 2 n- 67“72 m 2> no
s &
s 3
S C naive implementation: our implementation: our implementation:
Circuit size
poly(m, q) poly(m, log(g)) poly(m, log(g))
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Conclusion

e A CMA-to-NMA reduction for FSwWA signatures in the QROM

o Adetailed correctness and runtime analysis
o  We also provide a similar reduction from the strong variant of CMA

. . Analysis of Adaptive reprogramming
Qpen question: Is _the red.UCtlon CMA < NMA (extension of [GHHM21])
tight? Can we achieve a tighter
one in terms of runtime and Reduction loss 27°2BQsQy’ + €1 BQs
reduction loss? Runtime Qu log(BQs)
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Conclusion

e Obliviously sampling instances of LWE with poly-large standard deviation

o Extendable to exponentially-large standard deviation
o Generalizable to structured variants of LWE (Module-LWE)

does not require

: . any special
Open qugsthn: Qan we ext.end it Our oblivious LWE/sampler: propirts of the
to other distribution of matrices, . A e gmn matrix
and therefore other classes of * given a
lattices? o returns  As + e mod g
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Thank you for attending and/or listening!
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The observer picture (the eye) and the atom picture are borrowed from wikipedia
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